MFA Enrollment Instructions

Multifactor Authentication - (MFA) is a security level that verifies a user's identity
by requiring multiple layers of authentication.

YOU WILL HAVE 2 OPTIONS OF HOW YOU WISH TO AUTHENTICATE YOUR LOG ON, CONTINUE HERE FOR
OPTION 1 OR PROCEED TO PAGE 8 FOR OPTION 2

«* OPTION 1 — authentication by phone call — a call will be directed to your phone; on your phone you will
follow the automated voice to select the pound (#) sign to confirm.

%+ OPTION 2 — mobile app — download authenticator app on your mobile phone, you will receive a
notification to choose an approval status.

Enrollment using a phone call (OPTION 1)

1. Navigate to this website: https://aka.ms/mfasetup

On the Login screen, enter your nyc.gov email (username@hpd.nyc.gov)

B® Microsoft

Sign in

USERNAME@HPD.NYC.GOV

Can't access your account?

No account? Create one!



https://aka.ms/mfasetup
mailto:username@hpd.nyc.gov

2. After you have entered your email address, you will be redirected to another login site, here
confirm your email address and input your password

Sign in with your organizational account

USERNAME@HPD.NYC.GOV

Password

ENTER YOUR
PASSWORD

View the Disclaimer.

rosoft

student01@hpd.nyc.gov
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

Terms and conditions of the City of New York’s Cloud
Use Policy: By signing into the NYC.gov Microsoft
portal, you agree to abide by the terms and
conditions of the City of New York's Cloud Use
Policy. All data that you access on this portal is the
property of the City of New York. By signing into the
portal, you consent to the disclosure of any
information or the content of files you enter. Users
are responsible for ensuring that they act in
accordance with this policy and other policies and
legislation applicable to the City of New York data.

3. You will get prompted for additional information required. Click Next

«@hpd.nyc.gov
More information required

Your organization needs more information to keep
your account secure

Use a different account

Leam more

Terms and conditions of the City of New York's Cloud
Use Policy: By signing into the NYC.gov Microsoft
portal, you agree to abide by the terms and
conditions of the City of New York's Cloud Use Policy.
Al data that you access on this portal is the property
of the City of New York. By signing into the portal,
you consent to the disclosure of any information or
the content of files you enter. Users are responsible
for ensuring that they act in accordance with this
policy and other policies and legislation applicable to
the City of New York data.




4. Select Authentication phone.

DOITT

Additional security verification

Secure your account by adding phone verification ta your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication ph

Method

®) Call me

Your phone numbers will only be used for account security. rd telephone and SMS charges will apply

©2020 Microsoft  Legal | Privacy

5. Select Country Region: (United States (+1)

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone i]

.— > | United States (+1) A

Afghanistan (+93)
Albania (+355)

Algeria (+213)

American Samoa (+1684)
Andorra (+376)

Angola (+244)

Anguilla (+1264)
Antarctica (+672)
_|Antigua and Barbuda (+1268)
Argentina (+54)
Armenia (+374)

Aruba (+297)

Ascension Island (+247)
Australia (+61)

Austria (+43)

Azerbaijan (+994)
Bahamas, The (+1242)
©]Bahrain (+973)
Bangladesh (+880)
Barbados (+1246)

security. Standard telephone and SMS charges will apply

Belarus (+375)

Belgium (+32)

Belize (+501)

Benin (+229)

Bermuda (+1441)

Bhutan (+975)

Bolivia (+591) v
Bosnia and Herzegovina (+387)




6. Enter your number (mobile or landline) and click Next.

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

' Phone numbers must be
Authentication phone v
4 | formatted with dash

United States (+1) ﬂ

Method ex:111-111-1111

(a ~
® cCallme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2020 Microsoft  Legal | Privacy

7. The system will attempt to call your phone number.

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We're calling your phone at +1 646-

Answer it to continue




8. You will get a call on your phone that will require you to enter the pound (#) sign. Once done
the call will automatically hang up, and your computer screen will display “Verification
successful” click done

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We're calling your phone at +1 646-

Verification successful!

©2020 Microsoft  Legal | Privacy

SELECT NO APPROVE SIGN IN REQUEST

DOITT

DO'TT Approve sign in request

Stay signed in?




9. This next screen will give you the ability to add call back numbers. After adding your phone
numbers click save at the bottom left

D II I student07@hpd.nycgov | ?

Additional security verification

‘When you sign in with your passw

d, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.

View video to know how to secure your account

what's your preferred option?
‘We'll use this verification option by default.

Call my authentication phone v

now would you like to respond?

Set up one or more of these options. Learn more

Authentication phone United States (+1) v T

O Office phone 1
Extension

Alternate authentication phone Select your country or region v

ICU."tr; code required
]

[ Authenticator app or Taken Set up Authenticator app

INPUT YOUR PHONE NUMBERS
AND COUNTRY OR REGION FIELDS

For use with option 2

Your phone numbers will only be used

on page 8 arges will apply.

©2020 Microsoft Legal | Privacy

You have updated and have successfully set up your Multifactor Authentication

Updates successfu

Your settings were configured successfully.




10. You will be directed to your profile page where you can make changes. If you do not need to
make changes, sign out as shown below.

DOITT ey Y. !

Select your
Profile stugentds profile icon
HPD ‘
student05@hpd.nyc.gov to SIgn OUt
HPD, Student05 (HPD) Email:  Student05@hpd.nyc.gov Manag

~ Apps

Alternate email: I

Office:  United States Setupse Profile

Additionr

Reviewte Signout  Siffmm—

Sign out everywhere

DO NOT CHOOSE
“SIGN OUT EVERYWHERE”

THIS CONCLUDES OPTION 1 (PHONE CALL AUTHENTICATION)



OPTION 2 - PHONE APP SET UP

If you have an HPD issued phone, check for the Microsoft Authenticator App. If you do
not have the app, proceed to install it (follow the directions below).

ON YOUR CELL PHONE VISIT YOUR DEVICE’S APP STORE:

i-phone App Store

' Android Play Store

search for Microsoft Authenticator and install it.

*Note: scan code is time sensitive (if timed out, click setup again on your computer to generate a new code)

Microsoft Authenticator
A Microsoft Corporation  Business s g o 795 &

v € Everyone
E Add to Wishlist

95898 82 Ealm

< Q

~ Microsoft
v Authenticator

Microsoft Corporation

UninSta" | “

Ads - Suggested for you

The
Weather sxm
Channel v

LinkedIn: Jobs,

AFTER INSTALLATION CLICK OPEN

B

Weather alerts &  SiriusXM: Music,



I-PHONE
Upon opening the app

“Authenticator” Would Like to

BE READY TO SCAN THE
CODE ON YOUR
COMPUTER

To Generate the QR Code

Loginto
https://aka.ms/mfasetup
follow instructions on

pages 11-13

This screen will go by and your camera will

open

Ready to add your firsl%account?

Add account

Begin recovery

ANDROID
Upon opening the app

Data Privacy

We gather non-personally
identifiable usage data to help us
improve the app. You can turn this
off in settings. Learn more in the
FAQs available under the Help menu.

[e] Allow Authenticator to
take pictures and record
video?

BE READY TO SCAN THE
CODE ON YOUR
COMPUTER

Set up passwordless
Vg EIELLUEIRVITEGEY To Generate the QR

Code

Log into
https://aka.ms/mfasetup
follow instructions on
pages 11-13

Sign in with the same account you
Outlook, Office, etc



https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2Fmfasetup&data=02%7C01%7Cnelsona%40hpd.nyc.gov%7C6d377bf261d040edf99a08d812deebc9%7C32f56fc75f814e22a95b15da66513bef%7C0%7C0%7C637280095939109676&sdata=2qhnm4dJnYW6jF0eLR9quy0%2BzC45%2FJNiP3rcwiBuNy0%3D&reserved=0
https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2Fmfasetup&data=02%7C01%7Cnelsona%40hpd.nyc.gov%7C6d377bf261d040edf99a08d812deebc9%7C32f56fc75f814e22a95b15da66513bef%7C0%7C0%7C637280095939109676&sdata=2qhnm4dJnYW6jF0eLR9quy0%2BzC45%2FJNiP3rcwiBuNy0%3D&reserved=0

The camera will open for you to scan the code

Scan QR code

Or enter code manually

After successful scan, your account will be added

EI MYC Q365 HOSTED
student0SEhpd.nyc.gov

/

Verification is sent to your phone

NYC 0385 HOSTED
student05@hpd.nyc.gov

Approve sign-in?

student0BEhpd.

After successful scan, your account will be added

NYC 0365 HOSTED v
user@hpd.nyc.gov
609 145 ©

Verifying app

Please respond to the notification on your device:

Verification is sent to your phone

@ Approve sign-in?

NYC 0365 HOSTED
user@hpd.nyc.gov

DENY QAPPROVE

10



Multifactor Authentication Enrollment using your Mobile Smart Phone App (OPTION 2)

YOU WILL NEED BOTH CELL PHONE AND COMPUTER TO COMPLETE THE SETUP

Navigate to this website: https://aka.ms/mfasetup on the Login screen, enter your
nyc.gov email (username@hpd.nyc.gov)

@ s x o+

€ 5 C @ stsupnnycgovads

B® Microsoft
N Sign in
- -’ username@hpd.nyc.gov

No account? Create one!

Can't access your account?

Sign-in options

PASSWORD

Next

DOITT

student02@hpd.nyc.gov

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Terms and conditions of the City of New York’s Cloud
Use Policy: By signing into the NYC.gov Microsoft
portal, you agree to abide by the terms and
conditions of the City of New York's Cloud Use
Policy. All data that you access on this portal is the
property of the City of New York. By signing into the
portal, you consent to the disclosure of any
information or the content of files you enter. Users
are responsible for ensuring that they act in
accordance with this policy and other policies and
legislation applicable to the City of New York data.

11


https://aka.ms/mfasetup
mailto:username@hpd.nyc.gov

STEP 1

Choose mobile app

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone
Office phone

Mobile app ‘
Method
® Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2020 Microsoft Legal | Privacy

SELECT RECEIVE “NOTIFICATIONS FOR VERIFICATION” AND CLICK SET UP

DOITT

Additional security verification

Secure your account by adding phone verification to your password. video to know how to secu

Step 1: How should we contact you?

Meobile app r

How do you want to use the mobile app?
®  Receive notifications for verification

Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

|Pease configure the mobile app. %




NEXT THREE SCREENS WILL GO BY WITHOUT INTERVENTION (HAVE YOUR PHONE AUTHENTICATOR APP
READY TO SCAN)

The following bar code will appear on your computer screen (if code time out, click
setup again on your computer to generate a new code)

Scan the code

with your phone
authenticator app
and click next

13



A NOTIFICATION WILL BE SENT TO YOUR PHONE APP FOR VERIFICATION I (SELECT APPROVE ON
YOUR PHONE)

DOITT

Additional security verification

Step 1: How should we contact you?

v

|| CHECKING ACTIVATION STATUS I

AFTER NOTIFICATION IS CONFIRMED AND APP IS CONFIGURED CLICK NEXT

DOITT

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Mobile app v

How do you want to use the mobile app?

®  Receive notifications for verification

Use verification code
To use theJé‘.fe’ifi:aticn methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured for notifications and verification codes.

v\ Next

=
MOBILE APP HAS BEEN CONFIGURED

14




STEP 2 WILL REQUIRE ANOTHER NOTIFICATION APPROVAL FROM YOUR PHONE I

DOITT

Additional security verification
%

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

Please respond to the notification on your device.

) PLEASE RESPOND TO THE NOTIFICATION ON YOUR PHONE

STEP 3 WILL DIRECT YOU TO AN ADDITIONAL SECURITY SCREEN FOR INFORMATION IN THE EVENT YOU
CANNOT ACCESS YOUR PHONE OR MOBILE APP

DOITT
s
Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: In case you lose access to the mobile app

United States (+1) v [111-222-2227]
5 &
¥ !

Y
;’ LY

ENTER COUNTRY REGION: (United States (+1) AND

A PHONE NUMBER IN THE EVENT YOU CANNOT
ACCESS YOUR PHONE OR MOBILE APP

CLICK DONE 5 charges will apply.

15



YOU WILL BE DIRECTED TO THE DOITT SIGN IN PAGE — CLICK NO

DOITT

student01@hpd.nyc.gov
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

Terms and conditions of the City of New York's Cloud
Use Policy: By signing into the NYC.gov Microsoft
portal, you agree to abide by the terms and
conditions of the City of New York’s Cloud Use
Policy. All data that you access on this portal is the
property of the City of New York. By signing into the
portal, you consent to the disclosure of any
information or the content of files you enter. Users
are responsible for ensuring that they act in
accordance with this policy and other policies and
legislation applicable to the City of New York data.

YOU WILL BE REQUIRED TO INPUT AN ALTERNATE PHONE NUMBER BEFORE YOU CAN SAVE

DOITT cucen01  samomn

Google Translate

Additignal security verification

w

are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen p

¢ video to

what's your preferred option
We'll use this verification option by default. SE LECT ”ALTERNATE
Notity me through app ' AUTHENTICATION PHONE”

how would you like to respond? .-

Set up one or mare of these options. Learn more”

¥ Authentication phone .-~ United States (+1) v

e -7

Office pho

- Extension

ID}‘(er'ate authentication phone

¥l Authenticator app or Token Set up Authenticator app
Authenticator app - SM-GOT0U

cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

16



ONCE THE ALTERNATE PHONE NUMBER AND COUNTRY IS ENTERED — CLICK SAVE

I ii iII I student01@hpd.nyc.gov ?

Additional security verificition

When you sign in with your password, you are also required to respond fram a registered device, This makes it harder for a hacker to sign in with just a stolen password
View video to know how to secure your account

what's your preferred option?
We'll use this verification option by default.

Notify me through app v

how would you like to respond?
Set up one or more of these options. Learn more

¥ Authentication phone United States (+1) M 111-222-2222
Office phone

Extension|

¥ Alternate authentication phone United States (+1) v 222-111-1111|
A
— ’
¥ Authenticator app or Token Set up Authenticator app f |

Autercsor s - H-GETOU INPUT AN ALTERNATE PHONE
NUMBER AND COUNTRY REGION:
| 8 (UNITED STATES+ 1) CLICK SAVE

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply.

YOU HAVE SUCCESSFULLY ENROLLED IN YOUR AUTHENTICATOR APP ACCOUNT!

Updates successful

Your settings were configured successfully.

17



You will be directed to your profile page where you can make changes. If you do not need to
make changes, sign out as shown below.

DOITT e S (B !

Select your

Profile Student05 rofile icon
HPD prot
student05@hpd.nyc.gov to Slgn OUt

HPD, Student05 (HPD) Email:  Student05@hpd.nyc.gov Manag

S
Alternate email: Change ¢
Office:  United States Setupse Profile
Review ¢ Sign out h

Sign out everywhere

DO NOT CHOOSE
“SIGN OUT EVERYWHERE”

18



On your desktop open Pulse Secure to modify the URL and the connection name

Select your launcher

Connection

@ https/hpd-ra ranyegov

CLICK ON THE
THREE DOTS

O v h113s

wosmereancaic o wewnwe | ADD /mfa  https://hpd.ra.ra.nyc.gov/mfa
e qumme= | ADD /mfa  https://hpd.ra.ra.nyc.gov/mfa

SAVE L

19



HOW DOES THIS WORK AFTER SET UP?

*Chromebook users will log in as usual

upon signing into remote access from your browser - HPDNYC.ORG

[ HPDNYCORG x | 4+

< O @

O Lindalearning Man... [ Favorites

@® Not secure | hpdnyc.org

™

Department of Housing

Preservation & Development

Home  Useful Links] m eleworking  About

OFFICE.COM (access to eMail & Microsoft Office)

Employee Self Service

Emergency Contingency Plan

Emergency Notification Information

-0

w x= @8 @

1 Other favoritd

™

Department of Housing

Preservation & Development

Home Useful Links RA Teleworking About

RA

RA DEV (used for testing)

RA GLD (used for testing)

NYEDOITT

N Pick an account

student07@hpd.nyc.gov

PICK YOUR ACCOUNT

+ Use another account

20



72
L4

NYEDOITT

Sign in with your organizational account

@hpd.nyc.gov

Password

View the Disclaimer.

© 2013 Microsoft

Option 1 You will get an automated phone call instructing you to press the pound (#) key for your
confirmation

Option 2 You will get a notification sent to your mobile device requiring you to press approve or
approve sign in for confirmation

Option 1 Option 2 — Android

4:58 T e 83%

Thu, May 28 Q

00: 0+

O Media 9% Devic

Option 2 —iPhone

@ Authenticator 4:58 PM

Approve sign-in?

NYC 0365 HOSTED hardtr@hpd.nyc.gov

21



CONFIRMATION OF YOUR SIGN IN SELECT NO

DOITT

N <
Rnelsona@hpd.nyc.gov

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

Terms and conditions of the City of New York's Cloud
Use Policy: By signing into the NYC.gov Microsoft
portal, you agree to abide by the terms and
y the terms and conditions of the City of New York's Cloud Use
f New York's Cloud Use Policy. Al data that you access on this portal is the
property of the City of New York. By signing into the
portal, you consent to the disclosure of any
portal, you cons: disclo information or the content of files you enter. Users
information o enter. Users are responsible for ensuring that they act in
are responsible f ey act accordance with this policy and other policies and
e with this policy anc o and legislation applicable to the City of New York data
applicable to 1 New York d

* 6

< [¢] @ hpd-rara.nyc.gov/dana/home/index.cgi
Gy of New York  Dgpartment of
; Housing Preservation
and Development “E2

i @ P © &

Home Help  Sign Ouf

Browse | (tigs]

HPD Remote Access Portal, nelsona@hpd.nyc.gov.

Web Bookmarks ||

MAC Users: Click Here to Download and Install Java =
MAC Users: Please follow these steps to install Java on your computer and use the Terminal Sessions link to connect to your PC ar Terminal Server. 1) If Java is not installed on your MAC
computer, please click the Download and Install Java above. 2) After installing Java JRE, return to your Remote Access login page to log on again. 2) To start a remote deskiop connection,

elick your link under the Terminal Sessions to open the Pulse Application Launcher. 4) Ensure your Windews credentials is correct in the HOBLink JWT windew before clicking *Connect” 5)

Sign-in your office workstation again If you encounter any issues, please contact the Service Dask.

HPD Intranet

L I i A

[@ RDrive - Shared

@ R Drive - red 2
[i§ S Drive - Home

[& R Drive - Volume 1
[@ RDrive - Volume 2
[ R Drive - volume 3
[ R Drive - Volume 4
[& R Drive - Volume 5
[@ R Drive - Volume 6
[@§ R Drive - Volume 7

[ R Drive - Volume 8

erminal Sessions |
B my pC (nelsona)

‘nzlsanz.hpd.nycnzt 1ava JRE must be installed to suppart MAC OS

B VPN Guest Desktop 2
Tava JRE must be installed to support MAC OS.
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